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Introduction

Widespread political and economic uncertainty following the COVID-19 pandemic,
paired with increased access to social media and digital messaging platforms in
rural areas, has rendered already vulnerable populations in Central Asia and South
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Afghanistan’s present volatile and vulnerable state, now on the verge of 
becoming a failed state, renders it ripe for a significant resurgence in violent 
extremism. In recent history, Afghanistan has found itself in the crosshairs of 
violent extremists who capitalized on its fractured ethnic identity and weak gov-
ernance by taking refuge in the country to further their violent agenda against the 
“west”. The most notorious and tragic manifestation of violent extremism planned 
and carried out from Afghanistan resulted in 9/11. The attacks were orchestrated by 
Osama bin Laden and Al-Qaeda, resulting in a U.S. military response in 
Afghanistan and the longest war in U.S. history. 

Outcomes of violent extremism, exacerbated by an Afghanistan left fractured 
and vulnerable in the past, should serve as a cautionary tale for future cooperation 
between great powers and local leaders in CASA. To avoid such devastating out-
comes in the future, the U.S. must remain strategically engaged in Afghanistan. 
Continued U.S. engagement in Afghanistan benefits all stakeholders in the region, 
including powerful influencers like China, Russia, and Pakistan. Now is the time for 
expedient, multilateral cyber-initiatives that focus on mitigating misinformation to 
affirm U.S. intentions for the continued support of the Afghan people, and to dispel 
the notion that the “West” is the enemy (and a “weakened” one at that) of Islam or 
Afghanistan. 

While rapidly evolving technology offers violent extremists unmatched oppor-
tunities for messaging and population-targeting in CASA and globally, it likewise 
affords unprecedented opportunities for great power cooperation to mitigate violent 
radicalization more effectively across vulnerable youth populations. Shared cyber 
platforms can be employed to positively engage local leaders and vulnerable 
populations in the region and to encourage unity against violent extremism. 
Afghanistan must also be re-engaged through economic development such as the 



The Rise of Modern Islamophobia 

Stigmatized Islam and Radicalized Cyberspace 

Following the tragic events of 9/11 in 2001, discourse and theories on radicalization 
and violent extremism have increasingly centered on the role of religion (Islam) in 
the development of violent extremism. Behavioral models ranging from 
Moghaddam’s staircase to Hafez’s puzzle model (Hafez and Mullins 2015 as ref-
erenced in Farhadi 2020) have largely focused on social theory aspects of radi-
calization, particularly the social process of religious indoctrination. Though most 
modern radicalization theories agree that violent Islamic extremism arises from a 
skewed understanding of the Islamic faith, the direct correlation between Islam and 
violent extremism emerging from such studies persists in mainstream Western 
thought today. 

Social theories of radicalization that support the notion that religion (Islam) is 
the essential impetus for acts of violent extremism are often used to support radical 
Islamophobic ideologies [10]. The conflation of Islam with violent extremism often 
leads to the false narrative that Islamic extremism is the most prevalent form of 
violent extremism today. Modern theories of radicalization, developed to address 
and mitigate threats from violent extremists, may themselves, unwittingly include 
Islamophobic language that further legitimizes the false perception that Islamic 
extremism is more radical, more dangerous, and more prevalent than other forms of 
violent extremism. Additionally, “Americans have consumed media headlines 
about the Patriot Act, the Iraq and Afghanistan wars, violent extremist organiza-
tions, and the Muslim ban, all perpetuating an association between Muslims and 
terrorism” [18]. 

While theories that emphasize the prominent role of religion (Islam) in “violent 
radicalization” may have negatively influenced public perceptions of religion and 
Islam in general, the emergence and proliferation of online social media platforms 
such as Facebook and Twitter, and the resulting rapid spread of misinformation, 
have facilitated increasingly more virulent expressions of Islamophobia worldwide. 

Recent statistics show that there are “over 3.30 billion [users on] Facebook, 
Instagram, WhatsApp or Messenger each month and according to Facebook…over 
2.80 billion monthly active users and growing as of January 27, 2021” [24]. Such 
statistics demonstrate that social media is far from waning in popularity or its ability 
to influence global society. Social media usage is expanding by approximately 12% 
each year on average globally. Exact social media and internet usage statistics for 
predominantly rural states such as Afghanistan are less clear. However, recent 
trends confirm expanding access to internet services, primarily through increased 
availability and use of cell phones in rural areas. A recent report shows that 
Afghanistan had 7,337,489 regular internet users, and in 2018, “over 4.7 million of 
the population of Afghanistan had access to the internet” (Internet World Stats 
2021). Additionally, Facebook now has “3,848,400 users in Afghanistan,” 
according to one online source [21].
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has affected how societies are built, social relations, and the concept of “us” and 
“them”. Additionally, researchers suggested that hate speech has become so nor-
mative within social media communities that platforms such as Instagram “accept it 
in their behavior policies” [6, p. 15]. 
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While some theorists claim that “discrimination” (here, Islamophobia) is not a 
significant factor in the cycle of violent radicalization, recent research demonstrates 
a distinct correlation between anti-Muslim and pro-Islamic extremism in online 
search queries, suggesting that Islamophobic “content” may catalyze interest in 
Islamic radicalism. “There are higher reports of news regarding people joining ISIS 







From Madrassas to Airwaves: Radicalization Among

Islamic religious narrative of jihad…It is not the uprising of a Muslim community 
victim of poverty and racism: only young people join, including converts who did 
not share the 'sufferings' of Muslims in Europe. These rebels without a cause find in 
jihad a 'noble' and global cause and are consequently instrumentalized by a radical 
organization (Al Qaeda, ISIS) that has a strategic agenda” (Roy as cited by [19]). 
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“Weaponized” digital misinformation campaigns, employed by violent extremists 
and their followers to whip up emotion, are prevalent on social media platforms such 
as Facebook and Twitter, which have recently become more widely accessible in rural 
areas across CASA through the use of “smartphones.” Naturally, as rural populations 
gain greater access to the internet and social media outlets, opportunities for violent 
extremists to reach larger groups of uneducated youth populations (those most sus-
ceptible to radicalization) will increase exponentially. Imran Awan of Birmingham 
City University emphasizes the influential role of information in social media, stating, 
“ISIS tactics of propaganda, recruitment, and radicalization all emerge within the 
online virtual space. The power of social media for groups such as ISIS is immense, as 
demonstrated when the Iraqi government blocked access to many social media 
accounts because they were being used to plan attacks” [3, p. 147]. 

To address the problem of mitigating online misinformation as it relates specifi-
cally to violent Islamic extremism, Roy suggests that “beyond increasing our intel-
ligence capacity…we need to debunk the myth that radical terrorists are heroes and 
subvert the idea that the Islamic State is successful and impervious to our attacks. 
What’s more, we need to foster the idea that Islam is a normal part of society, not a 
dangerous or oppressed minority. “Instead of ‘exceptionalizing,’ we should ‘nor-
malize’” (Roy as Cited by [19]). Ideally, this strategy can be extended to rural youth 
populations throughout CASA by employing regional entities who have established 



documented. The country’s landlocked status and relative poverty arising from lack 
of sufficient market access are not least among them. Equally damaging, if less 
obvious, is Afghanistan’s fractured cultural and ideological identity, exacerbated by 
decades of untenable foreign occupation and violent insurgencies. In conjunction, a 
continued lack of access to formal education has left rural male youths (a significant 
portion of the Afghan population at approximately 70%) underexposed to Islamic 
“thought” besides that offered by their local tribal leaders and mullahs. These 
local leaders may or may not be motivated at times by the financial support, pro-
tection, or ideological sway of various violent extremist groups vying for local 
influence. Rural male youth populations remain the most susceptible to the impact 
of violent extremism in Afghanistan— often falling prey to the romanticized, 
misleading promises of a new life of wealt



their increasing use among literate and illiterate alike” [11, p. 11]. The USIP further 
suggests that “Islamist groups [may] have a role to play as partners in developing 
programs to counter the ideas of violent extremist groups. Though such a part-
nership is ambitious, that nonviolent groups are united in their stance on not using 
force suggests they can be engaged to make youth (potential recruits) understand 



tribal Islamic leaders who best understand the communities’ grievances (Reza Fazli, 
Casey Johnson). In Afghanistan, for instance, each province, town, and village may 
have its micro-culture, replete with specific grievances, traditions, and concerns that 
require “insider” perspectives for developing effective counter-messaging strate-
gies. Reflecting the need for targeted regional initiatives, the RAND corporation’s 
report, The Muslim World After 9/11, states, “Every country in the Muslim world is 
riven by multiple cleavages among ethnic communities, tribes, and clans, which 
often constitute the principal basis of an individual’s identity and the primary 
engine of political behavior” [17, p. 34]. 
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While long-range outcomes in CASA remain uncertain, the present transitional 
period may afford a brief window of 
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